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Office may result in disciplinary action for the individuals
and/or organization.

Indecent Behavior

Public urination and indecent exposure of any means is
expressly not allowed on the campus of Lake Superior State
University. These behaviors are unacceptable and considered a
serious offense.

Information Technology Policy

In order to carry out its educational, research and public
services missions, Lake Superior State University (LSSU) strives
to create an intellectual environment with access to
information resources and technology in which faculty,
students and staff may create, work and collaborate with each
other and with colleagues at other institutions, without fear
that the products of their efforts will be violated by any
inappropriate use, taking or destruction.

This policy and the guidelines herein set forth the conditions for
the use of information technology resources, including the
University Local Area Network (ULAN) computer technology
equipment, software and digital media. Lake Superior State
University, as a state constitutionally created body, has a public
trust to maintain with regard to its mission, activities, services
and property. Computing and information resources, services,
activities and property must therefore be used by all members
of the University community with respect for the public trust
through which these state resources are provided.

Access to, and use of, LSSU computing networking and
information technology resources is a privilege extended to
faculty, students and staff and is subject to compliance with this
and other related LSSU policies, rules and regulations; laws; all
applicable contracts, including those pertaining to computers
and software; and all associated ethical principles and
standards adopted by the University community.

Compliance with these provisions is required for continued use
and access to information technology resources.
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This policy is applicable to all members of the LSSU community
whether at the University or off campus and this policy covers
all information resources and equipment even if owned by an
individual or shared, or networked.

Every individual user who has access to University information
technology resources systems and other resources such as
services, equipment, and programs is required to protect the
rights of the entire University community. Any individual who
without authority accesses, appropriates, changes, destroys or
tampers in any way with the ULAN system or any University
information resources system, equipment or program, or that
of a third party, is acting in violation of this policy and
prejudices the intellectual environment of the University
community. In order to preserve the integrity of the
information resources systems and programs, the University
will take appropriate action for any violation of its policies, the
law or any applicable contract provision. The full range of
disciplinary actions, including dismissal and legal action, may be
used. Violations will be processed in accordance with University
policies, employment contracts and the law.

The following list, while, not exhaustive, provides some
examples and guidelines on what constitutes inappropriate,
unacceptable or illegal use of information technology,
computing and networking resources and would be the just
cause for taking disciplinary and/or legal action:

¢ Destruction of, or damage to, equipment, software, or data
belonging to LSSU;

¢ Disruption of, unauthorized access or seeking such access,
or monitoring of electronic communications;

* Violations of computer system security, including menuing
systems;

* Unauthorized use of computer accounts, access codes, or
network identification numbers assigned to others;

¢ Use of computer and/or network facilities in ways that may
unduly impede the performance of a computer system, or
deprive authorized personnel of resources or access to any
University computer system resource;

¢ Use of computing facilities for personal or business
purposes unrelated to the mission of the University;
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* Violation of University or third party copyrights, patents,
licenses, authorizations and contracts;

¢ Violation of usage policies and regulations of the networks
that LSSU is a member of or has authority to use;

* Violation of another user’s privacy;
* Academic dishonesty (plagiarism or cheating);

e Harassment or libelous conduct of other individuals or users
as defined by law; and

* Engaging in any action in violation of the law or University
policies.

The University considers electronic mail and computer files
private to the extent permitted by law. Generally, access
requires the permission of the sender or recipient of a
message, or the owner of the file, or such access must be based
on a court order or some other statutory or legal basis. The law
governing the privacy of electronic mail is in a developing stage,
and the limits of privacy are not clearly defined. Users of
electronic mail should utilize this service with the
understanding that such mail may be disclosed without consent
because of a statutory provision or a court ruling.

As in the use of other institutional resources, electronic mail
should be used for the institutional purposes set forth in this
policy related to the community’s need to create, work and
collaborate with each other and colleagues in the sharing of
knowledge and information related to the mission of the
University.

The University reserves the right to monitor its computing
resources property to ensure the integrity of the system and
compliance with its policies, rights, the law and its contractual
agreements. In the course of a University review or
investigation for alleged misuse or misconduct, e-mail or files
may be locked or copied to prevent destruction or loss of
information.

LSSU is not liable for damages of any nature or losses, including
lost revenues, or for any claims or demands against the user by
any other party. In no event can LSSU be held liable for
consequential damages even if LSSU has been advised of the
possibility of such damages. LSSU cannot be held responsible
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for any damages due to the loss of output, loss of data, time
delay, system performance, software performance, incorrect
advice from a consultant, or any other damages arising from
the use of LSSU’s computer facilities.

Requests for the disclosure of information subject to a court
order or the provisions of the Family Educational Rights and
Privacy Act or the Freedom of Information Act shall immediately
be referred to the designated University employee responsible
for processing these inquiries.

Infractions of State Law

Students may be prosecuted under state and local laws
pertaining to alcohol consumption, use, possession,
manufacture or furnishing to minors. University policy does not
supersede such action.

Insurance

Personal Property Insurance: The University is not liable for the
loss of money or valuables by any person or for the loss of, or
damage to, any resident’s property, or bodily injury sustained
on the premises. Your parents’ homeowners insurance policy
may cover private property away from home or you can have a
rider attached. If not, you may wish to obtain renters’
insurance.

Medical Marijuana

We are anticipating that there will be some LSSU students who
will be registered qualifying users of medical marijuana or
registered primary care givers (marijuana growers) for those
qualified users. To prepare for the issues involved, we propose
the following:

Given the requirements and parameters of several federal laws,
the use or possession of marijuana, including marijuana
prescribed for medicinal purposes, is not permitted on the
campus of Lake Superior State University.
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